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Uvod / Introduction

Cilem je autentizace a samotny
prenos dat z méricich systému v
energetice pomoci
blockchainové platformy.

Spolufinanc9véno Technologickou
Agenturou Ceské Republiky, kod
projektu FW06010675

Hlavni resitel: ELCOM, a.s.
Spolufesitel: ZCU Plzef

i ERU

The goal is authentication and
transfer of data from metering
systems in the energy sector using a
blockchain platform.

Co-financed by the Technology Agency
of the Czech Republic, project code
FW06010675

Researcher: ELCOM, a.s.
Co-researcher: ZCU Plzen
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Blockchain — ProC / Why

Blockchain je ve sve podstate
neznicCitelna a nezfalSovatelna
databaze.

S rozvojem konceptu smart grid a
smart energy se zvysuje pocet
subjektd. Mnozstvi dat, ktera si
mezi sebou vymenuji, roste.

Proto je tak v tomto projektu vyuzit
k zabezpecCeni nezpochybnitelnosti
vysledkd méreni v energetice.

Blockchain is inherently an indestructible
and unfalsifiable database.

With the development of the concept of
smart grid and smart energy, the number
of entities Is increasing. The amount of
data they exchange with each other is
Increasing.

That Is why it Is used in this project to
ensure the indisputability of measurement
results in the energy sector.
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Cile projektu / Project goals

ANO YES
= Qveérit princip fungovani pfri = Verify the principle of operation when
prenosu dat z analyzatoru kvality transmitting data from power quality
elektriny analyzers
» Sestavit funkCni vzorek: - Mérici * To build a functional sample: -
bod - PQ Analyzator — Measuring point - PQ Analyzer -
Blockchain — Vyhodnocovaci Blockchain - Evaluation software
software
NO
NE = Create an "global" platform for energy
= Vytvorit ,vSeobjimajici“ platformu measurement data
pro vSechna data v energetice = Address the impacts from a "legal”

Resit dopady z pohledu ,legal perspective onference ERU 2024



ZAPADOCESKA

P> UNIVERZITA |
veLzn I ERU

(VELCOM

Faze projektu / Project phases

1. Posouzeni a testovani ruznych 1. Assessing and Testing Different
blockchainovych platforem (2023) Blockchain Platforms (2023)

2. Implementace blockchainové 2. Implementation of the blockchain
platformy do PQ analyzatoru ENA- platform in the ENA-NXG PQ analyzer
NXG (2024) (2024)

3. Implementace téchto dat do 3. Implementation of this data into our
vlastni centralni platformy kvality own central ENA-SCADA power guality

elektriny ENA-SCADA (2025) platform (2025)
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Analyza dat v energetice / Data
Analysis in the Energy Industry

Data lze primarné lze kategorizovat
minimalné dvéma pohledy:

Obvykly objem jednoho zaznamu:

Od desitek bajtt (vysledek kvality, ¢itac
energie, metadata), jednotky az desitky
kilobajtu (Casoveé fezy, spektra) az po
desitky megabajtu (rychly oscilo zaznam)

Obvykla cetnost:

Sporadicky (metadata), nizka cetnost
(mésicni/tydenni stav energie, vysledek
kvality), vyssSi Cetnost (Casove fezy v x-
minutovych intervalech), datové streamy a
nedefinovatelna Cetnost (udalosti)

Data can be categorized primarily from at
least two perspectives:

Typical volume of a single record:

From tens of bytes (quality result, energy
counter, metadata), units to tens of kilobytes
(time slices, spectra) to tens of megabytes (fast
oscilo recording)

Usual frequency:

Sporadic (metadata), low frequency
(monthly/weekly energy status, quality result),
higher frequency (time slices at x-minute
Intervals), data streams and indefinable

frequency (eventS) Konference ERU 2024
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Analyza blockchain platforem /
Analysis of blockchain platforms

Studie vybranych platforem z
pohledu bezpecnosti, rychlosti,
mozného objemu a mnoha dalsich
parametru:

R3 Corda, Ethereum, Solana,
Cardano, Polygon, Hyperledger
Fabric, Ethereum Enterprise, Kaleido

Uvodni testovani platforem:
Hyperledger Fabric, Cardano

Study of selected platforms in
terms of security, speed, possible
data volume and many other
parameters:

R3 Corda, Ethereum, Solana,
Cardano, Polygon, Hyperledger
Fabric, Ethereum Enterprise, Kaleido

Initial platform testing:
Hyperledger Fabric, Cardano.

Konference ERU 2024



ZAPADOCESKA
D> UNIVERZITA
V PLZNI

(VELCOM

i ERU

Zaver Faze 1 / Phase 1 conclusion

Rozsah dat v energetice je velky,
nicmene s jistymi omezenimi je Ize
vkladat do velké rady i verejnych
blockchain platforem.

Nase reseni musi implementovat
vice platforem souCasné (napf.
vysledky kvality do verejné
platformy, detailni data do
prumyslové platformy)

Nelze pouzit pro streamovana data.

The scope of data in the energy sector
IS large, however, with certain
limitations, it can also be inserted into a
large number of public blockchain
platforms.

Our solution will implement multiple
platforms simultaneously (e.g. quality
results to a public platform, detailed
data to an industrial platform)

Cannot be used for streaming data.

Konference ERU 2024



ZAPADOCESKA

> i ERU

(VELCOM

Faze 2 / Phase 2 — ENA-NXG

ENA-NXG — modularni platforma, ENA-NXG — a modular platform
umoznujici mereni vice trifazovych enabling the measurement of multiple
systému, ruznych typu signalu three-phase systems, various types of
(primé U/l, ABB KEVA/KECA, signals (direct U/I, ABB KEVA/KECA,

330mV), variable firmware (PQ, PMU,
pin monitor, etc.).

330mV), variabilni firmware (PQ,
PMU, monitor vyvodu atd.).

®
Novy CPU modul: & New CPU module:
Secure Boot s S Secure Boot
TDES - Triple DES N Gy TDES - Triple DES
cryptographic algorithm SIS - cryptographic algorithm

AES 256 AES 256
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Faze |l — dalsi kroky / Phase 2 — next steps

Testovani dalSich platforem Testing other platforms

Sestaveni infrastruktury — servery Infrastructure assembly — servers for
pro vlastni technologicky blockchain  your own technologic blockchain
(HyperLedger Fabric) a Nody pro (HyperLedger Fabric) and nodes for
verejné (Cardano, ...) public (Cardano, ...)

Implementace do ENA-NXG Implementation in ENA-NXG

Pilotni provoz ENA-NXG na Pilot operation of ENA-NXG at
nékolika méficich mistech (realné several measuring sites (real

meéreni na 3-4 lokalitach ELCOM) measurement at 3-4 ELCOM sites)
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Dekujeme za pozornost !
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